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Cybersecurity Governance

Meaning

To Govern the cyber security means: 

Know the IT Resources I need to protect

Know how I can protect these resources

Know how I can understand if my IT resources
are under attack

Know how I can respond to an attack

Know how I can restore my resources if they  
have been compromised
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Cybersecurity Governance

Model (ISMS)

“Conceptual Areas”

“Categories” able to describe a 

single objective in order to 

map an area as better as 

possible.

"Controls to be implemented" 

able to achieve the objective of 

each category
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The Modern Cyber Security Governance model 
is based on:
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Set of Controls

Standard’s relationship
(ISO27k,FN,NIST,etc) 

Cybersecurity Governance

Model in PANACEA
What we are doing in PANACEA Project about Cyber Security 
Governance:

Select of the best Controls for the Healthcare

Bind them to the Standards or Healthcare regulations
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Valutazione del Sistema di Governo della Sicurezza Informatica

Prospettiva ISO27000

ID ISO 27000 ref. Num Implementato
Non 

implementato

Parzia lmente 

Implementato
% Implem.

% non. 

Implem.

% Parz. 

Implem.

A5 Information security policies 6 2 0 4 33% 0% 67% 67%

A6 Organization of information security 13 4 0 9 31% 0% 69% 65%

A7 Human Resources Security 7 3 1 3 43% 14% 43% 64%

A8 Asset Management 7 1 3 3 14% 43% 43% 36%

A9 Access Control 4 0 0 4 0% 0% 100% 50%

A10 Cryptography 1 0 0 1 0% 0% 100% 50%

A11 Physical and Environmental Security 13 6 3 4 46% 23% 31% 62%

A12 Operations security 20 4 3 13 20% 15% 65% 53%

A13 Communications security 6 3 0 3 50% 0% 50% 75%

A14 System acquisition, development and maintenance 9 3 1 5 33% 11% 56% 61%

A15 Supplier relationships 5 3 1 1 60% 20% 20% 70%

A16 Information security incident management 20 5 3 12 25% 15% 60% 55%

A17 Information security aspects of business continuity management 4 3 0 1 75% 0% 25% 88%

A18 Compliance 5 1 0 4 20% 0% 80% 60%

TOT 120 38 15 67 32% 13% 56% 60%

% su tot 32% 13% 56%

Implementato 8

Non implementato 17

Implementato
Non 

implementato

Parzia lmente 

Implementato Prospettiva NIST-Framework Nazionale

num crtl 49% 9% 43%

35 17 3 15 % Implem.
% non. 

Implem.

% Parz. 

Implem

1. Asset Management 8 2 2 4 25% 25% 50%

2. Business Environment 4 4 0 0 100% 0% 0%

3. Governance (Policy) 4 3 0 1 75% 0% 25%

4. Risk Assessment 7 2 0 5 29% 0% 71%

5. Risk Management Strategy 2 0 0 2 0% 0% 100%

6. Supply Chain Risk Management 5 1 1 3 20% 20% 60%

7. Data Management 5 5 0 0 100% 0% 0%

num crtl 49% 8% 44%

39 19 3 17 % Implem.
% non. 

Implem.

% Parz. 

Implem

8. Identity Management, Authentication and Access Control 7 4 0 3 57% 0% 43%

9. Awareness and Training 5 3 0 2 60% 0% 40%

10. Data Security 8 2 1 5 25% 13% 63%

11. Information Protection Processes and Procedures 12 8 1 3 67% 8% 25%

12. Maintenance 2 1 0 1 50% 0% 50%

13. Protective Technology 5 1 1 3 20% 20% 60%

num crtl 5% 32% 63%

19 1 6 12 % Implem.
% non. 

Implem.

% Parz. 

Implem

14. Anomalies and Events 5 1 2 2 20% 40% 40%

15. Security Continuous Monitoring 9 0 3 6 0% 33% 67%

16. Detection Processes 5 0 1 4 0% 20% 80%

num crtl 11% 6% 83%

18 2 1 15 % Implem.
% non. 

Implem.

% Parz. 

Implem

17. Response Planning 2 0 0 2 0% 0% 100%

18. Communications 6 2 0 4 33% 0% 67%

19. Analysis 5 0 1 4 0% 20% 80%

20. Mitigation 3 0 0 3 0% 0% 100%

21. Improvements 2 0 0 2 0% 0% 100%

num crtl 33% 11% 56%

9 3 1 5 % Implem.
% non. 

Implem.

% Parz. 

Implem

22. Recovery Planning 2 0 1 1 0% 50% 50%

23. Improvements 2 2 0 0 100% 0% 0%

24. Communications 3 1 0 2 33% 0% 67%
25. Escalation Plan 2 0 0 2 0% 0% 100%

Totale 120 42 14 64 35% 12% 53%
NA

GDPR ref. Prospettiva GDPR

Data Privacy Protection N° %
Totale controlli in riferimento al GDPR 7 443%  considera gli implementati + o,5 parz. Implementati

Implementato 23 329%

Non implementato 3 43%

Parzialmente Implementato 16 229%
TOT 600%

AGID ri.f Num Implementato
Non 

implementato

Parzia lmente 

Implementato
% Implem.

% non. 

Implem.

% Parz. 

Implem Prospettiva AGID

CSC1 Inventario dei dispositivi autorizzati e non autorizzati 1 0 0 1 0% 0% 100% 50%

CSC2  Inventario dei software autorizzati e non autorizzati 1 0 0 1 0% 0% 100% 50%

CSC3 Protezione delle configurazioni hw/sw sui dispositivi (mobili, laptop, etc.) 8 4 0 4 50% 0% 50% 75%

CSC4  Valutazione e correzione continua della vulnerabilità 9 2 0 7 22% 0% 78% 61%

CSC5 Uso appropriato dei privilegi di amministratore 17 4 3 10 24% 18% 59% 53%

CSC8 Difese contro i malware 20 5 4 11 25% 20% 55% 53%

CSC10 Copie di sicurezza 5 4 0 1 80% 0% 20% 90%

CSC13 Protezione dei dati  10 2 3 5 20% 30% 50% 45%

Framework Nazionale /NIST ref.

PROTEZIONE (PROTECT)

IDENTIFICAZIONE (IDENTIFY)

PROCEDURE DI SICUREZZA (da lista procedure e documentazione)

NOTE: il numero base delle procedure è 25. Dettaglio al foglio procedure e doc.

ISMS Evaluation Tool 6.54
Informazioni sull'organizzazione:

RISPOSTA (RESPOND)

RIPRISTINO (RECOVER)

STATUS implem. + 0,5 x parz. 

Implem.

70%

71%

37%

53%

61%

INDIVIDUAZIONE (DETECT)

8 17

-25

25

8

70%

71%

37%

53%

61%

49%

49%

5%11%

33%

IDENTIFICAZIONE
(IDENTIFY)

PROTEZIONE
(PROTECT)

INDIVIDUAZIONE
(DETECT)

RISPOSTA
(RESPOND)

RIPRISTINO
(RECOVER)

5%

32%

63%

Individuazione

11%

6%
83%

Risposta

33%

11%

56%

Ripristino

49%

8%

44%

Protezione

49%

9%

43%

Identificazione

Non Implementato

Parz. Implementato

Implementato

32% 13% 56%

IMPLEMENTATO NON IMPLEMENTATO PARZIALMENTE IMPLEMENTATO

67%
65%

64%

36%

50%

50%

62%53%
75%

61%

70%

55%

88%

60%

A5

A6

A7

A8

A9

A10

A11

A12

A13

A14

A15

A16

A17

A18

329%

43%

229%

IMPLEMENTATO NON IMPLEMENTATO PARZIALMENTE IMPLEMENTATO

50%

50%

75%

61%
53%

53%

90%

45%

CSC1

CSC2

CSC3

CSC4

CSC5

CSC8

CSC10

CSC13

33%

0%

67%

Information security 
policies

31%

0%

69%

Organization of 
information security

43%

14%

43%

Human Resources 
Security

14%

43%

43%

Asset Management

0%
0%

100
%

Access Control

46%

23%

31%

Physical and 
Environmental 

Security0%0%

100
%

Cryptography

50%

0%

50%

Communications 
security

20%

15%

65%

Operations security

33%

11%

56%

System acquisition, 
dev. and 

maintenance

60%
20%

20%

Supplier relationships

25%

15%

60%

Information security 
incident management

75%
0%

25%

Information security 
aspects of BCM

20%

0%80%

Compliance

32%

12%

56%

Distribuzione %

% Implem.

% non. Implem.

% Parz. Implem.

Cybersecurity Governance

Outcomes in PANACEA

Overview of the Cyber 
Security Governance

ISMS Deep analysis 
(detailed gaps per Categories) 

Prioritization according 
to the best Standards
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Cybersecurity Governance

Tool in PANACEA

61%

60%

34%28%

43%

IDENTIFICAZIONE
(IDENTIFY)

PROTEZIONE
(PROTECT)

INDIVIDUAZIONE
(DETECT)

RISPOSTA
(RESPOND)

RIPRISTINO
(RECOVER)

Dynamic Risk 
modelling 

tool

Dynamic 
Response tool

Risk 
Mitigation 

Actions

PANACEA FRAMEWORK

Countermeasures

To deploy

ISMS
Tools
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